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Function  Issue Activity
1 Identification of assets
Identify
2 critical Identify important facility facilities
factors
Identify Identification of vital assets of the
3 critical center, including manpower,
assets equipment,... for vital functions
The identification of the
internal and external critical
infrastructure and their
interdependence, such as
electricity, petroleum fuels,
Identify critical natural gas,
4 infrastructure and telecommunications,
interdependence transportation, water,
emergency services,
computer devices, air
transport devices,
firefighting equipment and
devices (SCADA).
Identify what vital assets are
protected and supported. Detect
Identify existing e)gisting_security_layer layers,
including physical, cyber,
5 countermeasures

operational, business continuity
planning, as well as the safety
of systems that protect any
asset.

Identify the consequences or
potential impacts on assets and
performance of the facility,
disruption, damage or loss of
assets

Identification of
6 the potential
outcome

To continue evaluating the
RAMCAP method, a list of
vital assets is created

Selecting assets for
further analysis

Table (1) RAMCAP Criteria for Asset Identification
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Financial Loss Limit (Million Damage
Dollars) number
0-25 1
26-50 2
51-100 3
101-200 4
201-400 5
401-800 6
801-1600 7
1601-3200 8
3201-6400 9
6401-12800 10
12801-25600 11
25600-51200 12
51200-102400 13
+102401 14

Table Y Financial Loss Limit
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OB
AHP . Indicator and functional value
Leadership - Row
criterion
Score
9 Quick stop of products, 1

services and water supply

The gradual phasing out of
products, services and outputs
over a period of one day, or a
7 reduction of about of 60 % 2
products, services, and water
supply or the system, will be
disturbed in the short term.

The gradual phasing out of
products, services, and output
products over a period of one

5 week, or a reduction of about 3
of products, services and %Y+
water supply or the system in
.a timely manner

The gradual endowment of
products, services and outputs
days, or a Y -over a period of
3 of %) +decrease of about 4
products, services and water
supply, or the system will be
.degraded in the short run

There is no significant effect
1 on products, water supply 5
services or system disruptions

AHP Dependency
method i
reference  Replacement outside

P and repair (Purchase,
score P technology,
spare parts)
There isno
possibility of
replacement  Dependence
and repair on the
9 (sanctions, purchase of
holidays of  equipment to
the a limited
constructive country
country, high
... cost and
Replacement, Dependgn.ce
X on specific
repair and and
refurbishment
7 . unrelated
require more .
countries
than three ;
with the
months
country
Dependence
Replacement, on several
repair and countries and
5 refurbishment sanctions
requireupto  imposed by
three months some
countries
Replacement,
repair and Dependence
refurbishment
3 . on several
require a countries
maximum of
one month
Replacement,
repair and
1 restoration There isno
will be dependency

completed on
the same day

Table 4. Property Unique Characteristics in RAMCAP
(Reference: Opinion of Expert Rating Group)

Table 3 Functional performance criterion indicators in
RAMCARP (expert opinion)
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Number Degree title
22 Bachelor

13 Masters

7 Doctoral

Table 5. Persons Asked for Education
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RlLgwes
Asset type Noun
Amir Kabir Dam S1
Taleghan Dam S2
Latyan Dam S3
Lar Dam S4
Mamlo Dam S5
Namroud Dam S6
Ziarat Dam S7
Shahid Ghafour Dam S8
Wells, springs, rivers A
refinery Number ) (Jalaliyah) T1
refinery Number 2 (kan) T2
Refiners No. ¥ and ¢ T3
No. ° treatment plant T4
Number 7 of the refinery T5
Number v Sewage Treatment Plant T6
(Sohanak)
Sahebgaranie sewage treatment plant T7
Mahalati wastewater treatment plant T8
Zargande sewage treatment plant T9
Qeytariyeh sewage treatment plant T10
Sewage Treatment Plant of Quds
T11
Town
Suosh wastewater treatment plant T12
Ekbatan sewage treatment plant T13
Pumping stations D
Storage containers M
Water distribution network K

Table 7. Major assets of water supply facilities in Tehran,
according to experts
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Wend A4

Wend Y
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end n

O o i sbs 1 el g 055 =Weng g
L;,LNLM sl ohls =5 anslie 3l ot ul;..i,.qﬁ g Sl
Sdds glaesls sy Ol J e (gl g A eslanad sl
Slp A esls L1308 = rlJSJA skl s (R BY) cla
(AHP 1380l ' sl a4 wlds 31 sl

TG eslawl (-\) J)J-D- s ]

][18&1..::;-)' sde A JJJ;:

. Comparison i Preference
Explanation .
compared to j number
Index i is equal to or greater The same 1
than j preference
The option or index i is slightly Slightly 3
.more important than j preferred
The option or indicator i is Very 5
.more important than j Preferred
The i option has a much higher Very much 7
.priority than j preferred
The option i of j is absolutely Quite
more important and not 9
. preferable
.comparable to j
indicates the AFor example,
and Yimportance of over Midway Y-¥.-7

.below

Table 6. Preference number
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Assets! Normal  Priority
weighte
Wells, springs, rivers 0.0613 6
Pumping stations 0.0138 16
Water distribution 0.0046 24
network
Storage containers 0.004°A 25
Amir Kabir Dam 0.1359 2
Taleghan Dam 0.1109 3
Latyan Dam 0.1477 1
Lar Dam 0.0892 4
Mamlo Dam 0.0727 5
Namroud Dam 0.0591 7
Ziarat Dam 0.0435 9
Shahid Ghafour Dam 0.0502 8
Treatment Plant 0.0067 21
Number Y (Jalaliyah)
Treatment Plant 0.0095 19
Number 2 (kan)
Treatment Plant No. ¥ 0.0051 23
and ¢
No. © treatment plant 0.0058 22
Number 1 of the 0.0105 18
Treatment Plant
Number ¥ Sewage 0.0079 20
Treatment Plant
(Sohanak)
Sahebgaranie sewage 0.0151 15
treatment plant
Mabhalati wastewater 0.0220 13
treatment plant
Zargande sewage 0.0182 14
treatment plant
Qeytariyeh sewage 0.0128 17
treatment plant
Sewage Treatment 0.0373 10
Plant of Quds Town
Suosh wastewater 0.0249 12
treatment plant
Ekbatan sewage 0.0305 11

treatment plant
Table 9 Prioritization of assets
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Fig. 1. The overall model of asset valuation in the software
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Economic value WARS AA LR LN
Functional value AR A VY YA
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Table 8. Special vector of the results of pairwise
comparisons of asset value measures
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Abstract

Urban water supply and distribution systems consist of supply sources, main transmission lines,
refineries, storage tanks and water distribution systems to a wide range of consumers, and therefore
constitute the basic infrastructure in each city. In times of war and bombardment in cities, the
system of functional infrastructure of infrastructure is damaged very shortly for a very short time;
these facilities are created and exploited at a very high cost, which causes them to stop production
and service to citizens and economic and social losses. According to the definition of the Social
Security and Emergency Preparedness Canada, critical infrastructure, networks, facilities and
information and physical services are interrelated, which, if disrupted or destroyed, will have a
serious impact on the health, safety, security and economy of the community. The main purpose of
this study is to identify and determine the value of vital, sensitive and important assets of water
supply facilities in Tehran, including reservoirs, transmission and distribution network, treatment
plants, dams, pump houses, wells, rivers, using the integrated method of AHP and RAMCAP. The
steps of the RAMCAP approach to assessing the assets of a water supply facility from the passive
defense perspective are the first step of identifying the asset and the second step of analyzing asset
value. In the asset value analysis section based on the definition criteria, for each asset, a value
number is quantitatively derived from the AHP method. To achieve the goals of each research, the
use of a scientific and systematic research method is essential. The research method used in this
research is "descriptive-analytic™ which has been used to integrate the two methods of RAMCAP
and the AHP hierarchical analysis process, which is one of the decision-making methods. The main
objective of this research is to identify and prioritize critical and critical assets of water supply
facilities including reservoirs, transmission and distribution networks, refineries, dams, tanks, wells,
rivers, based on economic value criteria , Functional and unique value through the AHP hierarchical
compilation method and Risk Analysis and Management for Critical Asset
Protection( RAMCAP).Based on the combined method of Amir Kabir Dam, Taleghan Dam, Lotyan
dam, Lar dam, Mamlo dam, Nimrod Dam, Ziarat dam, Shahid Ghafour Dam, wells, springs, rivers,
No. 1 treatment plant (Jalaliyeh), No. 2 treatment plant (No. 3 and No. 4), No. 5, No. 5, No. 6, No.
7 (Sohanak), Seahgeraniyeh Sewage Treatment Plant, Municipality Sewage Treatment Plant,
Zargand Sewage Treatment Plant, Gheitariyya Sewage Treatment Plant, Ghods Town Sewage
Treatment Plant, Shosh Sewage Treatment Plant , Ekbatan sewage treatment plant, pumping
stations, storage tanks, water distribution network B-Rsany system were critical of Tehran. Super
Decisions Software Version 2.8 (2015) was used to obtain value numbers and prioritize each asset
in the AHP method. Based on the defined economic value criteria, the value of the Letian dam and
the Amir Kabir dam and Taleghan Dam respectively were 0.1477, 0.1359 and 0.1109, respectively,
in the first to third rank, respectively, and the distribution network and reservoirs were ranked
respectively 24 and 25 were assigned 0.0046 and 0.0045, respectively.
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